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The cost of a malware or insider attack to a higher education institution is potentially very high, and the 
unfortunate reality is that cyberattacks and incidents are becoming increasingly frequent across all 
colleges and universities. In the context of FERPA, PCI, HIPAA, ITAR and numerous other federal, 
state, and industry regulations how well you protect your enterprise information assets directly affects 
your institution’s reputation, legal position and financial well-being. Your information assets must be 
accessible only to authorized individuals and organizations; and you must be able to show due 
diligence and assurance in your network infrastructure, anti-malware filtering, endpoint security, 
vulnerability management and security monitoring systems. These mechanisms through which your 
organization protects its IT systems and information are what cybersecurity is all about.   

How does your institution 'rate' when it 
comes to cybersecurity?  

Do you have, or are you putting in place, 
the required components, services, and 
related audit trails to support your legal 
and fiscal responsibilities?  

Security Architects provides a deep dive 
assessment into selected security domains 
related to anti-malware and cybersecurity. 
Our 25+ years of technical security expertise 
has allowed us to create a thorough 
understanding of the required technology and 
deployment best practices. We use this 
knowledge to assess your near-term and 
long-term strategies and help build the 
cornerstone of your cybersecurity 
infrastructure.   

The outcome of this short-term engagement 
provides you with a thorough understanding of 
your institution’s cybersecurity strengths and 
weaknesses regarding data centers, online 
classrooms, libraries, other digital information 
assets, students, faculty and staff. 
Additionally, it evaluates the protections and 
assurances provided by third party suppliers of 
facilities such as cafeterias, stores, clinics and 
research labs that can be subject to PCI, 
HIPAA, ITAR and other regulations. We 
assess how users, clients and servers are 
protected against malware and monitored for 
vulnerabilities, how you scan and analyze the 
digital environment for threats, and how you 
triage and respond to incidents.   

We accomplish this by interviewing (onsite) 
up to 12 key 'stakeholders' from 
cross-functional groups including IT, 
Security, Architecture, Networking, Data 
Center, Security Operations Center (SOC), 
critical applications and other institutional 
organizations and their leaders concerned 
with cybersecurity. We'll even help you 
identify the right people to survey.  

 

Security Architects also reviews your 
institution’s overall security program at a high 
level to get a quick yet thorough 
understanding of your strategy, processes, 
and infrastructure. 

Specific topics investigated include:  

 Firewalls and network security 

 Mobile, laptop, desktop, network and 
server-based anti-malware  

 Security web gateways (SWGs) and 
secure email gateways (SEGs) 

 Vulnerability, configuration and patch 
management 

 Security monitoring and incident 
response 

 Third party controls, cloud security and 
other supporting security processes 

 

Following the on-site interviews, we deliver a 
25-30 page written assessment. The 
assessment will include a series of tactical and 
strategic recommendations, focused on the 
specific topics above. Our recommendations 
are based on industry best practices, 
technological capabilities, your organization's 
unique requirements, and other specific 
findings of the assessment. The duration of the 
engagement is typically between four-six 
weeks.   

Security Architects welcomes the 
opportunity to perform a thorough review 
your current security environment and 
deliver an in-depth independent and 
unbiased assessment of your institution's 
cybersecurity capabilities - a key 
foundational element of your overall 
security infrastructure.  
 

For more information on our Cybersecurity 
assessment engagement or Security 
Architects full suite of consulting services 
please contact us via our online contact form or 
call/email Dave Bailey at 773-960-4175 
dave.bailey@security-architect.com 
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