
© 2015 Security Architects LLC.  

 

 

Higher Education Identity & Access Management 

Rapid Assessment 

Identity management is one of the most important components of an institution's security infrastructure. 
In the context of FERPA, PCI, HIPAA and numerous other federal, state, and industry regulations, how 
well you protect your enterprise information assets directly affects your institution’s reputation, legal 
position and financial well-being. Your information assets must be accessible only to authorized 
individuals, and you must be able to show due diligence and assurance in your authentication, access 
control and audit systems. The mechanisms by which your organization digitally identifies these 
individuals, assigns privileges, monitors access and data usage, maintains separation of duties, and 
provides end-to-end auditability of this infrastructure is what Identity and Access Management (IAM) is 
all about.   

How does your institution 'rate' when it 
comes to its Identity Management 
posture?  

Do you have, or are you putting in place, 
the required components, services, and 
related audit trails to support your legal 
and fiscal responsibilities?  

Security Architects provides a focused 
assessment of your IAM infrastructure and 
strategy in the form of an Identity 
Management Rapid Assessment (IDMRA). 
Our 25+ years of identity management 
expertise has allowed us to create a thorough 
understanding of IAM technology and 
deployment best practices. We use this 
knowledge to assess your near-term and 
long-term strategies and help build the 
cornerstone of your security infrastructure.   

The outcome of this short-term engagement 
provides you with a thorough understanding of 
your organization's strengths and weaknesses 
concerning identity management and policy 
enforcement for students, faculty, staff, 
contractors, business partners, visitors, 
alumni, and other users. We assess how user 
identity lifecycles are managed; how 
information entitlements are assigned, 
monitored and revoked; how information is 
synchronized or propagated to the multiple 
directories, databases and applications 
comprising the identity infrastructure; and how 
identity and access rights are audited.   

We accomplish this assessment by 
interviewing (onsite) up to 12 key 
'stakeholders' drawn from cross-functional 
groups including IT, Security, Architecture, 
Human Resources, Student Information 
Systems, Application Development, 
Networking, Enterprise Resource Planning 
and other institution IT leaders concerned with 
identity management. We'll even help you 
identify the right people to survey.  

Security Architects also reviews your 
institution’s identity management governance 
and technical documents to get a quick yet 
thorough understanding of your strategy, 
processes, and infrastructure.  

Specific topics investigated include:  
 

 User authentication  

 Automated and manual provisioning 

 User lifecycle management 

 User authorization   

 Roles and access management   

 Directory services   

 Identity content and data integration   

 Federated identity management   

 Identity auditing   
 

Following the on-site interviews, we deliver a 
25-30-page written assessment. The 
assessment will include a series of tactical and 
strategic recommendations, focused on the 
specific topics above, to move your identity 
management infrastructure forward. Our 
recommendations are based on industry best 
practices, technological capabilities, your 
organization's unique requirements, and other 
specific findings of the assessment. The 
duration of the engagement is typically 
between four-six weeks.   

Security Architects would welcome the 
opportunity to review your institution’s 
current environment and deliver a 
thorough, independent, and unbiased 
assessment of your institution's identity 
management capabilities - a key 
foundational element of your overall 
security infrastructure. For more information 
on our IAM rapid assessment or Security 
Architects full suite of consulting services 
please contact us via our online contact form 
or call/email Dave Bailey at 773-960-4175  
dave.bailey@security-architect.com 
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