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Rapid Security Assessment for Higher Education 
 

The Challenge 

Protecting information systems is critical for every higher education organization. FERPA, PCI and HIPAA 
regulations drive compliance, but the myriad affiliations of students, faculty, staff and others along with multiple 
legacy and emerging interfaces to campus systems require thoughtful strategy and architecture. Security Architects 
can help you develop a more systematic and comprehensive security program to manage risks and protect 
confidentiality, availability and integrity of IT and information assets. 

 

Rapid Security Assessments can help you develop 
and refine your strategies for protecting valuable 
information assets. Our methodology uses over 400 
ISO 27001-mapped criteria to determine your level of 
security maturity, specific gaps and general risk and 
compliance posture. 
 
We deliver a “Rapid Assessment and Gap Analysis” 
identifying these findings on a program-wide and 
domain-by-domain level. We prioritize and cluster the 
gaps in a “Preliminary Roadmap” that is designed to 
support developing a business case for program 
improvement.  

Our approach combines consultant-facilitated fact 
finding and self-assessment tools so as to 
accommodate various clients’ budgets, resource 
availability, schedules and work styles. Specific areas 
of focus of the assessment include: 

 Management and Governance 

 Security Organizational Structure 

 Risk Management and Compliance 

 Audit  

 Security Policy 

 Standards and Procedures 

 Change Management 

 IT Disaster Recovery 

 Physical Security 

 Incident Response 

 Training and Education 

 Awareness Programs 

 Technical Architecture 

 Data Loss Prevention 

 Identity and Access Management 

 Application Security 

 Encryption Usage 

The rapid assessment starts with a two-day on-site 
visit by Security Architecture consultants, who will 
hold interview discussions and carry out activities with 
key personnel to assess the information protection 
measures in place.  

Security Architects conducts facilitated discussions to 
collect information about the structure and makeup of 
information and documents an overview of your 
security organization, policy framework and technical 
architecture. This will include but not be limited to 
issues related to: 

 Understanding how the organization and its 
information technology infrastructure operate and 
what makes it succeed or fail in terms of 
information systems, including understanding 
where the business value lies and the impacts of 
information corruption, loss of availability, loss of 
control, and leakage involving different elements 
of Higher Educational information systems and 
infrastructure.  

 Identifying and understanding the current risk 
management process including threats, 
vulnerabilities, and consequences associated with 
information and information technologies, risk 
tolerance as displayed by management, selection 
criteria for risk avoidance, acceptance, transfer, 
and mitigation, and association of surety to risk. 
Identifying the structure of information protection 
and its management. 

 

Contact Us 

For more information on our Rapid Security 
Assessment or Security Architects full suite of 
consulting services please contact us via our online 
contact form or call/email Dave Bailey at 773-960-
4175 / dave.bailey@security-architect.com. 
 

www.security-architect.com Please visit our website: 

 

http://www.security-architect.com/contact-information
http://www.security-architect.com/contact-information
mailto:dave.bailey@security-architect.com
http://www.security-architect.com/
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Additional Consulting Services for Higher Education 

 

We also perform Security Domain Assessments and Architectures of any one of or combinations of the 
multiple security domains shown below. Deep assessments include additional analysis to probe into your 
institution’s level of maturity in the domain(s), and to discover related risk indicators. This enables us to 
provide a more detailed gap analysis, architecture and roadmap. For example, we often deliver a “Cloud 
Security Assessment and Gap Analysis” covering technical domains such as supplier risk management, 
access control and other data protection discussions, or an “Identity Management Assessment and Gap 
Analysis” covering compliance, identity life cycle management and application security. 

Governance 

Risk Management 

Compliance 

Information Classification 

Security Policies 

Security Audits 

IT Disaster Recovery 

 

Cybersecurity 

Change Management 

Awareness & Knowledge 

Incident Response 

Software Management 

Program Management 

Physical Security 

 

Network Security 

Identity and Access Management 

Cloud Security 

Application Security 

Vulnerability Management 

Security Monitoring and DLP 

End-Point Security & Anti-Malware 

Application Security & Cryptography 
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